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Public consultation on the contractual public-private
partnership on cybersecurity and possible
accompanying measures

Fields marked with * are mandatory.

Public consultation on the contractual public-private partnership on
cybersecurity and possible accompanying measures

Purpose

On 6 May 2015, the European Commission adopted the , whichDigital Single Market (DSM) Strategy
provides for establishing a contractual Public-Private Partnership (cPPP) on cybersecurity in the area
of technologies and solutions for online network security in the first half of 2016.

The Commission is now consulting stakeholders on the areas of work of the future cybersecurity
contractual public-private partnership. The Commission is also calling for contributions on potential
additional policy measures that could stimulate the European cybersecurity industry.

With respect to cybersecurity standardisation, this consultation complements the overall public
consultation on the development of the Priority ICT Standards Plan: "Standards in the Digital Single

in which cybersecurity is one of the areas covered.Market: setting priorities and ensuring delivery", 

The Commission will use the feedback from the consultation to establish the cPPP in the first half of
2016.

Background

Current EU policies, such as the and theCybersecurity Strategy for the European Union 
Commission's , aim to ensure thatproposal for a Directive on Network and Information Security
network and information systems, including critical infrastructures, are properly protected and secure.

A lot of work has already been done with industrial stakeholders within the NIS Platform. In particular
the  Working Group 3 has finalised a   for cybersecurity whichNIS Platform Strategic Research Agenda
serves as the basis for the questions on prioritising research and innovation topics in this
consultation.

The establishment of a contractual Public-Private Partnership addressing digital security would be a
further step towards cybersecurity industrial policy. The Commission is now considering what
additional industrial measures may be needed to complement the cPPP.

The cPPP will be a contractual arrangement between the Commission and an industrial grouping,

http://ec.europa.eu/priorities/digital-single-market/
https://ec.europa.eu/digital-agenda/en/news/public-consultation-priority-ict-standards-plan
https://ec.europa.eu/digital-agenda/en/news/public-consultation-priority-ict-standards-plan
http://ec.europa.eu/digital-agenda/en/news/communication-cybersecurity-strategy-european-union-%E2%80%93-open-safe-and-secure-cyberspace
http://ec.europa.eu/digital-agenda/en/news/commission-proposal-directive-concerning-measures-ensure-high-common-level-network-and
https://resilience.enisa.europa.eu/nis-platform
https://resilience.enisa.europa.eu/nis-platform/shared-documents/wg3-documents/strategic-research-agenda-final-v0.96/view
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The cPPP will be a contractual arrangement between the Commission and an industrial grouping,
both of which are committed to supporting, in the EU's Horizon 2020 programme, research and
innovation activities of strategic importance to the Union’s competitiveness in the field of
cybersecurity.

A contractual PPP bringing together industrial and public resources would focus on innovation
following a jointly-agreed strategic research and innovation roadmap. It would make the best possible
use of available funds through better coordination with member states and a narrower focus on a
small number of technical priorities. It should leverage funding from Horizon 2020 to deliver both
technological innovation and societal benefits for users of technologies (citizens, SMEs, critical
infrastructure), as well as provide visibility to European R&I excellence in cyber security and digital
privacy. Furthermore cybersecurity is explicitly identified in the DSM strategy as a priority area in
which there is a need to define missing technological standards.

Duration

Opens on 18 December 2015 – closes on 11 March 2016 (12 weeks)

Comments received after the closing date will not be considered.

Who should respond

Businesses (providers and users of cybersecurity products and services);
Industrial associations
Civil society organisations
Public authorities
Research and academia
Citizens

Transparency 

Please state whether you are responding as an individual or representing the views of an
organisation. We ask responding organisations to register in the . We publishTransparency Register
the submissions of non-registered organisations separately from those of registered ones as the input
of individuals.

How to respond

Respond online

You may pause any time and continue later. You can download a copy of your contribution once
you've sent it.

Only responses received through the online questionnaire will be taken into account and included in
the report summarising the responses, exception being made for the visually impaired.

Accessibility for the visually impaired

We shall accept questionnaires by email or post in paper format from the visually impaired and their
representative organisations: download the questionnaire

Email us and attach your reply as Word, PDF or ODF document

Or

Write to

http://ec.europa.eu/transparencyregister/info/homePage.do
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Write to

European Commission

DG Communication networks, content & technology

Unit H4 – Trust & Security
25 Avenue Beaulieu
Brussels 1049 - Belgium

Replies & feedback

We shall publish an analysis of the results of the consultation on this page 1 month after the
consultation closes.

Protection of personal data

For transparency purposes, all the responses to the present consultation will be made public.

Please read the Specific privacy statement below on how we deal with your personal data and
contribution.

Protection of personal data

Specific privacy statement

References

Current EU policies in the field:

Cybersecurity Strategy for the EU
EC proposal for a Directive on Network and Information Security

Work on online privacy
Work with stakeholders in the Network and Information Security Platform

Contact

CNECT-FEEDBACK-CYBERSECURITY-DSM@ec.europa.eu

 

General information on respondents

Please note that fields marked with * are mandatory.

*Do you wish your contribution to be published? 

Please indicate clearly if you do not wish your contribution to be published

Yes
No

Submissions that are sent anonymously will neither be published nor taken into account.

*
The Commission may contact you in case a clarification regarding your submission is needed

*

*

http://ec.europa.eu/geninfo/legal_notices_en.htm#personaldata
http://ec.europa.eu/digital-agenda/en/news/communication-cybersecurity-strategy-european-union-%E2%80%93-open-safe-and-secure-cyberspace
http://ec.europa.eu/digital-agenda/en/news/commission-proposal-directive-concerning-measures-ensure-high-common-level-network-and
https://resilience.enisa.europa.eu/nis-platform
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*
The Commission may contact you in case a clarification regarding your submission is needed
depending on your reply to the following question. 

Do you wish to be contacted?

Yes
No

* I'm responding as:

An individual in my personal capacity
The representative of an organisation/company/institution

Is your organisation registered in the Transparency Register of the European Commission and the
European Parliament?

Yes
No

Please give your organisation's registration number in the Transparency Register. We
encourage you to register in the Transparency Register before completing this questionnaire. If your
organisation/institution responds without being registered, the Commission will consider its input as
that of an individual and publish it under that heading.

460594519070-95

Please tick the box that applies to your organisation and sector.

National administration
National regulator
Regional authority
Non-governmental organisation
Small or medium-sized business
Micro-business
European-level representative platform or association
National representative association
Research body/academia
Press
Other

My institution/organisation/business operates in:

All EU member states
Austria
Belgium
Bulgaria
Czech Republic
Croatia

Cyprus

*

*
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Cyprus
Denmark
Estonia
France
Finland
Germany
Greece
Hungary
Italy
Ireland
Latvia
Lithuania
Luxembourg
Malta
Netherlands
Poland
Portugal
Romania
Spain
Slovenia
Slovakia
Sweden
United Kingdom
Other

*Please enter the name of your institution/organisation/business.

Adaptant Solutions AG

*Please enter your name

Paul Mundt

*Please enter the address of your institution/organisation/business

Rosenheimer Strasse 139, 81671 Munich, Germany

*What is your place of main establishment or the place of main establishment of the entity you
represent (headquarters)?

Munich, Germany

Consultation

*

*

*

*
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Note:

Depending on the question please make either one choice or multiple choices in responses to
specific questions
Please note that a character limit has been set for most open questions

I. Identification of your priorities in cybersecurity

*1. Which part of the value chain of cybersecurity services and products do you represent?

Researcher
Customer/User
Supplier of cybersecurity products and/or services
Public authority/government agency responsible for cybersecurity/research

If you answered "Researcher", please specify
400 character(s) maximum 

Adaptant focuses on driving continuous innovation in the data management

space, and as such has an on-going need to engage across a wide breadth of the

TRL scale -- from more fundamental technology exploration up to go-to-market

solutions. This ensures that new research can be explored, developed, and

where applicable, brought to market -- balancing short and long-term business

objectives.

2. Which of the following describes the cybersecurity activities of your
institution/organisation/business? (multiple answers possible)

2.1. Dedicated Cybersecurity -> Cybersecurity products/services
Identity and access management
Data security
Applications security
Infrastructure (network) security
Hardware (device) security
IT security audit, planning and advisory services
IT security training
Other

If you answered "other", please specify

400 character(s) maximum 

2.2. Applied Cybersecurity -> Application areas with demand in cybersecurity products/services
Critical infrastructures in general

Energy

*
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Energy
Transport
Health
Finance and Banking
Public Administration
Smart Cities
Digital Service Providers
Protection of individual users
Protection of SMEs
Other

Please specify:

400 character(s) maximum 

2.3. Applied Cybersecurity -> Specific IT technology areas with cybersecurity as a functional
requirement

Internet of Things
Embedded Systems
Cloud Computing
5G
Big Data
Smartphones
Software Engineering
Hardware Engineering
Other

Please specify:

400 character(s) maximum 

II. Assessment of cybersecurity risks and threats

1. Risk identification

*1.1. What are the most pressing cybersecurity challenges for users (individuals, business, public
sector)?

between 1 and 3 choices
Loss of know-how and confidential business information (trade secrets) – industrial and

economic espionage, and other types of confidential information
Industrial or economic sabotage (examples: disrupting or slowing down network and computer

functioning)
Extraction and use of identity and payment data to commit fraud

*
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Extraction and use of identity and payment data to commit fraud
Intrusion in privacy
Other

*Please specify:

1200 character(s) maximum 

With the exponential growth in unstructured data and the increase in pressure

on organizations to monetize their data assets, organizations will attempt to

increase the utilization rate of their data assets in order to acquire new

insights and value. In practice this will result in a larger number of actors

involved in data access and utilization, many of which may be unaware of their

requirements and liabilities with regards to data management, particularly in

light of the evolving regulatory landscape. With regards to the new data

protection legislation, users are becoming increasingly empowered over their

own data, while also becoming increasingly aware of their rights, creating a

new set of challenges for infrastructure providers, data controllers, and data

processors alike.

*1.2. Which sectors/areas are the most at risk? (please choose top 3-5)

between 3 and 5 choices
Critical infrastructures in general
Energy
Transport
Health
Finance and Banking
Public Administration
Smart Cities
Digital Service Providers
Protection of individual users
Protection of SMEs
Other
I don't know

Please specify:

400 character(s) maximum 

2. Preparedness

*2.1. Are the necessary products/services available on the European market to ensure security of the
whole value chain

Yes
No

I don't know

*

*

*
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I don't know

2.2. If relevant, where do the cybersecurity products/services you purchase come from?

National/domestic supplier
European, non-domestic supplier
US
Israel
Russia
China
Japan
South Korea
Other

2.3. If relevant, what are the reasons behind your decision to choose non-European ICT security
products/services over European ones?

Price competitiveness
Non-European products/services are more innovative
Trustworthiness
Interoperability of products/solutions
Lack of European supply
Place of origin is irrelevant
Other

2.4. If relevant, what are the reasons for missing supplies of products/services in cybersecurity?
Lack of capital for new products/services
Lack of sufficient (national/European/global) demand to justify investment
Lack of economics of scale for the envisaged (national/European/global) markets
Market barriers
Other
I don't know

3. Impact

*3.1. In which of the following areas would you expect the worst potential socio-economic damage?
(please choose your top 1-5 answers)

between 1 and 5 choices
Critical infrastructures
Energy
Transport
Health
Finance and Banking
Public Administration
Smart Cities
Digital Service Providers

Protection of individual users

*
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Protection of individual users
Protection of enterprises (large companies and/or SMEs)
Other
I don't know

Please specify/explain

1200 character(s) maximum 

4. Cybersecurity challenges by 2020

4.1. What will be the 3 main cybersecurity challenges by 2020? (Please explain)

1200 character(s) maximum 

III. Cybersecurity Market Conditions

1. To what extent are markets in cybersecurity products/services competitive in Europe? Please
provide your assessment of the overall situation in Europe and your views on the particular sectors of
your expertise
1200 character(s) maximum 

2. If you are a company headquartered in the European Union, how would you assess the situation of
innovative SMEs and start-ups working in the field of cybersecurity and privacy in the European
Union?
a. Please assess the ease of access to markets in EU countries other than your own
b. Please assess the opportunities for operating in the European Single Market

1200 character(s) maximum 

3. If you are a company headquartered outside the European Union, please
a. assess the ease of accessing the EU market
b. assess the opportunities for operating in the European Single Market
c. explain how much  you have invested or intend to invest in Europe over the past/next five years
respectively?

1200 character(s) maximum 

4. How does European competitiveness compare to other countries/regions? In particular what are the
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4. How does European competitiveness compare to other countries/regions? In particular what are the
strengths and weaknesses of European cybersecurity solution providers (self-assessment if you are a
supplier)?

1200 character(s) maximum 

5. Which level of ambition do you think the EU should set itself for cybersecurity market development?
(Please mark for each category.)

Retain global
lead

Strive for global
leadership

Make EU more
competitive

*Identity and access
management

*Data security

*Applications security

*Infrastructure (network)
security

*Hardware (device) security

*IT security audit, planning
and advisory services

*IT security management and
operation services

*IT security training

6. How does legislation (currently in force or soon to be adopted) influence the European cybersecurity
market(s) or how is it likely to do so?

1200 character(s) maximum 

7. How does public procurement impact the European cybersecurity market? :

It is a driver behind cybersecurity market development and an opportunity for companies to
increase market share,
It is a barrier to market access
I don't know

Please explain

*

*

*

*

*

*

*

*
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1200 character(s) maximum 

8. Do you feel you have sufficient access to financial resources to finance cybersecurity
projects/initiatives?

Yes
No

9. What are the types of financial resources you currently use?

Bank loans
Equity funds
Venture funds
EIB/EIF support
Sovereign welfare funds
Crowd funding
EU funds
Other

10. Do you feel that the European ICT security and supply industry has enough skilled human
resources at its disposal?

Yes
No
I don't know

Please explain

1200 character(s) maximum 

11. Have you ever experienced any barriers related to market access and export within the EU and/or
beyond EU countries?

Yes
No

Please describe

1200 character(s) maximum 

In the field of high performance computing there is always the perceived risk

of developing so-called dual-use technology owing to the potential for

non-civilian applications. Often this association results in lengthy export

procedures that limit the ability of organizations to engage in joint research

and development activities with partners outside of the EU. Furthermore, the

fact that member state legislation is not always aligned creates additional
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barriers and export delays -- for example, the case of open research data at

the EU-level and the limitations of use on research data in a non-research

applications at the German national level.

12. Are you aware of any start-up policy measures for cybersecurity industry in your country/the
European Union?

Yes
No

IV. Need for public intervention and support for a functioning market in  
cybersecurity products/services in Europe

1. In your opinion, in what areas does the European market for cybersecurity products and services
function well and where would public intervention be unnecessary or even detrimental? (Please
specify)

1200 character(s) maximum 

2. What problems need to be addressed at  European level to achieve a functioning Digital Single
Market in cybersecurity products/services? (Please specify)

1200 character(s) maximum 

3. How do you assess public support and intervention at national level with regard to the cybersecurity
market? How useful / necessary / adequate is it? (Please specify)

1200 character(s) maximum 

4. Please provide examples of successful support through public policies (at national or international
level).

1200 character(s) maximum 

V. Specific Industrial Measures

The first question in this section complements the overall public consultation on the Priority ICT
Standards Plan with respect to the specific characteristics of cybersecurity standardisation. We
understand by standardisation in this context the production of technical specifications, standards or
architectures where there is a need/gap, but also any other type of standardisation action such as



14

architectures where there is a need/gap, but also any other type of standardisation action such as
landscape analysis, gap finding, roadmaps or ecosystem building.

1. How would you evaluate the current role of standardisation in the domain of cybersecurity?

*1.1. Have you applied or are you currently working with specific technical specifications, standards or
architectures relevant to cybersecurity?

1200 character(s) maximum 

No

1.2. In what areas is there a need/gap in this respect?

1200 character(s) maximum 

*1.3. Would you consider standardisation as a mean to support innovation and the digital single
market in cybersecurity?

Yes
No
I don't know

*Please explain your view

1200 character(s) maximum 

One of the key challenges facing the digital single market will be in the area

of standardization and interoperability. As a result of the regulatory

environment, each member state has defined its own infrastructure and

peculiarities relative to its needs, which will need to be accounted for and

interoperated with in order to make it more accessible to the wider European

community. Clear standards and guidelines about what needs to be supported

(and at what level) will play in a key role in opening up existing

infrastructure for wider use, particularly in cases where member states may

have taken a more relaxed approach to topics such as governance and

information security than what is necessitated for successful engagement at a

pan-European level.

*1.4. Should standardisation in cybersecurity be addressed generically or should it focus on specific
sectors (e.g. transport, energy, finance) and areas of application (e.g. connected vehicles,
smart-grids, electronic payments)? (Please specify your choice)

1200 character(s) maximum 

In terms of standardization, there is a need both for sector-specific

guidelines, as well as more generic cross-cutting ones. While each sector

already has its own established guidelines, regulations, and value chains,

ensuring that there is a degree of interoperability between them will

*

*

*

*
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facilitate a greater degree of flexibility and opportunity while remaining

compliant.

*1.5. What areas should future cybersecurity standardisation efforts focus on? (Please specify). 

1200 character(s) maximum 

An increased focus on horizontal/cross-sectorial scaling and the unique

challenges faced by infrastructure providers, balanced with the needs of the

end user. As users engage with technology in different ways across a

multiplicity of platforms, a certain expectation of uniformity and a

consistent experience becomes the norm. In these instances, it's not

sufficient for each sector to remain in its own silo -- standardization must

consider the drive for cross-sectorial engagement to be the new norm and must

consider the juxtaposition of the (often regulatory) challenges provided

together with the increasing expectations and demands of the end user.

2. Assessment of existing certification schemes in the field of cybersecurity

*2.1. Are you active in public or private certification bodies?

Yes
No

2.2. Which existing ICT security certification schemes would you consider successful and what
learnings should be taken from them for future cybersecurity certification activities?

1200 character(s) maximum 

*2.3. Do the current ICT security certification schemes adequately support the needs of European
industry (either supplying or buying cybersecurity solutions)?

Yes
No
I don't know

*2.4. How relevant are certification schemes to the digital single market in cybersecurity products and
services?

1200 character(s) maximum 

As a key pillar of the digital single market will focus on interoperability, a

mechanism to provide not only awareness, but also direct compatibility will be

integral to ensuring wider adoption and general compliance.

*2.5. What areas should future certification efforts focus on?

1200 character(s) maximum 

*

*

*

*

*
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Any future certification efforts should ensure that they are tiered for the

right level. All-encompassing certifications tend to be problematic due to the

increased amount of time and knowledge needed to obtain them, as well as

additional time and competence requirements for the certification examiners

who will handle applications. As this is something that would ultimately

translate in to higher costs for applicants, there is a very real risk of

alienating innovative SMEs from seeking certification, or otherwise increasing

the barrier or market entry. A split in to different domains allows for a more

fine-grained certification process, while also enabling SMEs to narrow in on

their area of specialization.

*2.6. Are certification schemes mutually recognised widely across European Union's Member States?

Yes
No
I don't know

*2.7. Is it easy to demonstrate equivalence between standards, certification schemes, and labels?

Yes
No
I don't know

Please explain

1200 character(s) maximum 

Few standards and certification bodies bother to determine equivalency let

alone transmit this to their membership, often due to each one wanting to see

themselves as the leader/definitive player within their area of

specialization. For interoperability this also becomes a major pain point, as

while many standards bodies discuss interoperability, it is often baked in in

such a way that this new group will provide and publish the definitive

interface that others can comply with, often without taking any kind of

objective inventory of the existing market situation or landscape.

*3. Are you aware of any existing labelling schemes for cybersecurity products and services in Europe
or in the rest of the world?

Yes
No

*3.3. How would you assess the need to develop new or expand existing labels in Europe?

1200 character(s) maximum 

In light of new developments (such as the General Data Protection Regulation),

a unique European context with uniquely European challenges begins to emerge.

A common mechanism for branding and compliance will be an important factor in

showing that companies have pro-actively thought about and addressed these

*

*

*

*
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challenges, compared to simply doing the bare minimum to comply or

involuntarily reacting to external changes. One could envision this becoming

an issue for multi-national organizations with established product lines that

seek to engage the European market, as the unique regulatory landscape

increases the pressure to ensure that the market situation is understood and

that existing products and solutions are adapted as necessary. Visible

differentiation will enable not only additional product development and

integration within Europe, but also contribute to multi-national organizations

needing to develop a clearly differentiated European strategy in which

European operations are treated as more than an endpoint of a global sales

funnel.

*3.4. Which market(s) would most benefit from cybersecurity labels?
Consumer market
Professional market (SMEs)
Professional market (large companies)
I don't know

3.5. What criteria / specific requirements are necessary to make such labels trustworthy?

1200 character(s) maximum 

Sufficient awareness of what a label means is a key step towards establishing

confidence and trust. Furthermore, trust (and by extension, risk and

liability) should also be considered to mean different things to different

people. While increasing consumer confidence in European-made goods and

services should certainly be a key objective, different actors along the value

chain needed to produce and deliver said goods and services also must be able

to trust one another. With a shift towards a digital single market and the

barriers it addresses, it is foreseeable that many organizations (specifically

SMEs, but also 'national champions') that have only existed on the national

level are suddenly able to diversify their value chain across a wider European

level, placing a new emphasis on (demonstrable) trustworthiness in order to

realize value.

*4. What form of access to finance would be most useful for European cybersecurity industry players
to encourage business growth?

between 1 and 5 choices
Bank loans
Equity funds
Venture funds
EIB/EIF support
Sovereign welfare funds
Crowdfunding
EU funds, please specify
Other

*Please explain

*

*

*
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*
1200 character(s) maximum 

Funding in the area of security must carefully balance the rush for

commercialization and measurable return on investment with the needs to remain

objective and secure. A loss of confidence by the market is especially

problematic for players in the cybersecurity industry, as without quantifiable

trust, the ability to engage the market in a meaningful way is severely

curtailed. Growth strategies must be incremental and balanced, without

compromising the organization's core values and offerings.

5. What specific start-up policy measures do you consider useful for the cybersecurity industry in the
European Union? 

1200 character(s) maximum 

6. What do you think would be the right measures to support the EU market access and export
strategy for cybersecurity products and services?

1200 character(s) maximum 

7. How would you assess the role of national/regional cybersecurity clusters (or national/regional
cybersecurity centres of excellence) and their effectiveness in fostering industrial policies in the field of
cybersecurity?

1200 character(s) maximum 

8. Are there any other specific policy instruments you think would be useful to support the
development of the European cybersecurity industry? 

1200 character(s) maximum 

VI. The role of research and innovation in cybersecurity

1. Have you participated in previous R&I efforts through European (FP7, CIP) programmes?
Yes
No

*
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2. On which levels would you focus public support for research & innovation measures (please identify
in % - total should be equal to 100%)?

% (specify 0-5-10-15-25-50-100)
Fundamental research 5
Innovation activities 17.5
Using research & innovation results to bring
products and services to the market

17.5

Development of national/regional cluster (or
national/regional centres of excellence)

5

Start-up support 15
SME support 10
Public Procurement of innovation or
pre-commercial support of development and
innovation

1

Individual, large-scale "Flagship" initiatives 4
Coordination of European innovation and
research activities

10

Definition of common requirements for
cybersecurity products and services for
specific application domains at European level
(e.g. transport, energy…)

15

Other (please specify)
TOTAL (100%) 100
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3. In which areas would a prioritisation of European support actions be most effective? (Please
identify your 3-5 top priorities)

*3.1. In terms of research priorities following the terminology of the   of theStrategic Research Agenda
NIS Platform [1]

between 2 and 3 choices
Individuals' Digital Rights and Capabilities (individual layer)
Resilient Digital Civilisation (collective layer)
Trustworthy (Hyperconnected) Infrastructures (infrastructure layer)
Other

*3.2. In terms of products and services
between 3 and 5 choices

Identity and access management
Data security
Applications security
Infrastructure (network) security
Hardware (device) security
IT security audit, planning and advisory services
IT security management and operation services
IT security training
Other

Please explain:

600 character(s) maximum 

4. In which sectors would a prioritisation of European support actions be most effective? (Please
identify top 3 to 5 and explain)
between 3 and 5 choices

Critical infrastructure in general
Energy
Transport
Health
Finance and Banking
Digital Service Providers
Internet of Things
Cloud Computing
Public Administration
Other

Please explain your choice:

1200 character(s) maximum 

*

*

https://resilience.enisa.europa.eu/nis-platform/shared-documents/wg3-documents/strategic-research-agenda-final-v0.96/view
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5. In your opinion which bodies merit particular attention? (Please explain for each category you
select)

Universities and Research Institutes
SMEs
Start-ups
Enterprises with large market share in nation markets ("National Champions")
Enterprises with strong positions on global markets ("Global players")
Other

Please explain:

1200 character(s) maximum 

6. What are the specific needs of innovative SMEs in cybersecurity to stimulate competitiveness?
What specific type of public support would be most useful to such companies?

1200 character(s) maximum 

*7. What would be your contribution to fostering innovation and competitiveness of cybersecurity in
Europe?

Support in alignment of national and European research agendas
Support for SMEs
Co-funding of national or European activities
Providing infrastructures for experimenting and testing
Support with expertise in standardisation bodies
Contribute to certification schemes
Other

Please explain

1200 character(s) maximum 

VII. The NIS Platform

This section is a separate part of the consultation, not related to the cPPP and accompanying
measures, but looking for interested stakeholders' views on the public-private network and
information security Platform (NISP).

The NIS Platform, which was one of the actions under the EU Cybersecurity Strategy, was

*
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The NIS Platform, which was one of the actions under the EU Cybersecurity Strategy, was
established in June 2013. Its aim was to identify good cybersecurity practices that organisations can
implement in order to increase their resilience. These practices were expected to facilitate the future
implementation of the NIS Directive, but are also relevant to a wide range of organisations not
covered by the Directive.

The Platform gathered almost 600 stakeholders representing the business community, civil society,
academia, researchers and member states. NIS Platform work has been divided into three
sub-groups dealing with risk management; voluntary information exchange and incident coordination
as well as secure ICT research and innovation. Over the course of two years the working groups
have developed a number of deliverables, including the Strategic Research Agenda, which feeds into
the process of creating the contractual Private Public Partnership on cybersecurity addressed in the
previous sections of this consultation.

The Commission would like to take the opportunity to ask stakeholders, who participated in the efforts
of the NIS Platform, about their views on Platform's work to date. The Commission would also like to
have the views of all interested stakeholders on the future of the NIS Platform. It will take these views
into consideration in the process of developing a new Work Programme for the NIS Platform following
the expected adoption of the NIS Directive in early 2016.

1. NIS Platform format - what did you like about the structure and working methods of the NIS Platform
and what would you suggest changing (if anything)?

1200 character(s) maximum 
Question for stakeholders who took part in the NIS Platform's work

2. What possible future areas of work should the NIS Platform focus on following the adoption of the
NIS Directive?

1200 character(s) maximum 
Question for all stakeholders

3. What were your reasons for engaging/not engaging in the NIS Platform's work so far?

1200 character(s) maximum 
Question for all stakeholders

4. What would be your motivation for engaging in the NIS Platform's work after the adoption of the NIS
Directive, and what expectations would you have?

1200 character(s) maximum 
Question for all stakeholders
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VIII. Sharing your data and views

*Please upload additional data and information relevant to this survey.

2000 character(s) maximum 

A key challenge for any cPPP is in finding the right balance between carving

out its own niche and not becoming a strategic walled garden. The area of

cybersecurity in particular touches upon many different areas, with the areas

of data and identity management, access control, etc. already being touched

upon by many other ETPs/PPPs (BDVA, ETP4HPC, ...). Rather than creating yet

another strategy for these topics, an increased emphasis should be placed on

coordinating and aligning that which already exists, with an aim to carry out

a gap analysis upon which to structure the cybersecurity PPP's strategic

research agenda. With the soon to be ratified General Data Protection

Regulation causing many cross-sectorial ripples, the PPPs should also

endeavour to seek out cross-PPP touch points and coordination opportunities,

facilitating an increase in knowledge and technology transfers. The Commission

could further benefit from establishing KPIs that hinge on cross-PPP

collaboration and strategic technology transfer and advancement, particularly

in terms of driving interoperability and progression on the TRL scale needed

to bring new developments to market.

Please upload your file

[1] For further information, please consult the Strategic Research Agenda of the WG3 Network and
Information Security (NIS) Platform -
https://resilience.enisa.europa.eu/nis-platform/shared-documents/wg3-documents/strategic-research-agenda-draft-v02.63/view

Contact
 CNECT-FEEDBACK-CYBERSECURITY-DSM@ec.europa.eu

*




